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DECEMBER 13, 1977 

CTB MESSAGE N0.85 

1 . SUMMARY: INFORMAL TECHNICAL WORKING GROUP HELD FIRST 
MEETING ON DEC 13. TURNBULL READ AND PASSED TO SOVIETS 
WORKING PAPER ON DATA AUTHENTICATION SYSTEM AND ANSWERED 
QUESTIONS. UK ASKED SEVERAL SPECIFIC QUESTIONS; SOVIET 
QUESTIONS WERE OF GENERAL AND EXPLORATORY NATURE. END 
SUMMARY 

2. INFORMAL TECHNICAL WORKING GROUP HELD FIRST MEETING 
DEC 13 AT UK MISSION. PARTICIPATING WERE FAKLEY (UK 
CHAIRMAN), WETHERELL, VEREY, AND BISHOP (INTERPRETER) FOR 
UK, OSIN (USSR CHAIRMAN), BOCHAROV, NOVIKOV, BELOV, 
PATRAKEYEV, KOSTYUCHENKO, AND POGODIN (INTERPRETER) FOR 
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USSR, AND TURNBULL (US CHAIRMAN), HECKROTTE, PHELPS, DUFF, 
FROSCHER, AND SMITH (INTERPRETER) FOR US. 

3. FAKLEY OPENED SESSION BY SAYING TASK OF GROUP SHOULD BE 
TO PROVIDE BACKGROUND TECHNICAL INFORMATION TO ASSIST IN 
FUTURE WORK AND TO ANSWER ANY TECHNICAL QUESTIONS THAT 
REMAIN UNANSWERED FROM PLENARY MEETINGS. HE THEN TURNED 
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FLOOR TO TURNBULL, WHO READ, EXPLAINED, AND PASSED OVER 
WORKING PAPER ON DATA AUTHENTICATION SYSTEM FOR INTERNAL 
STATIONS (GENEVA 11864, CTB N0.79). 

4. FAKELY ASKED SEVERAL QUESTIONS ON TECHNICAL DETAILS 
OF THE AUTHENTICATION SYSTEM. WHAT WAS THE CAPACITY OF 
THE READ ONLY MEMORY WHICH STORED THE KEYWORDS? TURNBULL 
REPLIED THAT IT HAD NOT BEEN FINALIZED, BUT WOULD BE 

LARGE ENOUGH SO THAT REPLACEMENT WOULD BE NECESSARY ONLY 
INFREQUENTLY. WHAT DATA RATE WAS NECESSARY TO 
CHARACTERIZE THE SEISMIC SIGNAL? TURNBULL USED THE SEISMIC 
RESEARCH OBSERVATORY DESIGN AS AN EXAMPLE, EXPLAINING THAT 
IT RECORDED DATA AT ABOUT 20 WORDS (OR 320 BITS FOR A 
16 BIT WORD) PER SECOND. FAKLEY SAID IT APPEARED SOME 
DATA COMPRESSION WOULD BE NECESSARY IN ORDER TO ADD THE 
AUTHENTICATION WORD AND HOUSEKEEPING INFORMATION TO THE 
DATA STREAM, AND TURNBULL AGREED. FINALLY, FAKELY ASKED 
WHAT SORT OF TAMPER DETECTING SYSTEM THE US HAD IN MIND, 

AND WAS TOLD THAT FIBER OPTIC SEALS (SUCH AS HAD BEEN 
DEVELOPED FOR THE IAEA REACTOR SAFETY PROGRAM) WERE BEING 
CONSIDERED. 

5. OSIN ASKED A SERIES OF MORE GENERAL QUESTIONS. HE 
ASKED WHETHER THE US INTENDED TO AUTHENTICATE THE DATA 
FROM INTERNAL STATIONS IN THE SOVIET UNION AND US OR 
FROM ALL THOSE PARTICIPATING IN THE GLOBAL SEISMIC NET- 

SECRET 

SECRET 

PAGE 03 GENEVA 12065 01 OF 02 132122Z 

WORK, AND WAS TOLD INTERNAL STATIONS. HOW COULD THE 
AUTHENTICATION PACKAGE AND TAMPER DETECTING SEALS BE 
INSTALLED? TURNBULL REPLIED THAT HE THOUGHT THE PRO- 
CEDURES COULD BE SIMILAR TO THOSE IN THE PNE TREATY, BUT 
THAT THIS WOULD HAVE TO BE DISCUSSED FURTHER. HOW WOULD 
THE MECHANICAL FUNCTIONING OF THE SEISMIC SENSOR ITSELF 
BE CHECKED? TURNBULL REPLIED THAT CALIBRATION SIGNALS 
COULD BE SENT TO THE INSTRUMENT TO CONFIRM ITS PROPER 
OPERATION. OSIN THEN ASKED WHETHER THE EQUIPMENT DES- 
CRIBED WAS ONLY AN IDEA OR HAD BEEN PUT INTO OPERATION, 

AND WAS TOLD THAT THE TECHNOLOGY WAS WELL ESTABLISHED 
AND COULD BE PRODUCED WITHOUT FURTHER RESEARCH. FINALLY, 
OSIN ASKED HOW THE DATA FROM INTERNAL STATIONS WOULD BE 
PROVIDED TO ALL TREATY PARTIES IN THE ABSENCE OF A GLOBAL 
SEISMIC NETWORK, AND WHETHER WE ENVISAGED USE OF THE 
COMMUNICATION CHANNELS OF THE WORLD METEOROLOGICAL 
ORGANIZATION (WMO) TO TRANSMIT THE DATA FROM THE STATIONS 
TO THE TWO PARTIES. TURNBULL REPLIED THAT WE FELT THE WMO 
CHANNELS WERE NOT ADEQUATE FOR THAT AND THAT SATELLITE 
COMMUNICATIONS LINKS WOULD BE REQUIRED. THIS WOULD BE 
DISCUSSED IN MORE DETAIL AT THE NEXT MEETING OF THE 
TECHNICAL GROUP. 
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6. OSIN THEN ASKED FOR QUESTIONS FROM OTHER MEMBERS OF 
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THE SOVIET GROUP. BOCHAROV ASKED WHETHER THE SEISMOMETER 
WOULD BE AN INTEGRAL PART OF THE STATION PACKAGE OR IF IT 
WOULD BE PROVIDED BY THE HOST, AND WAS TOLD IT WOULD BE 
PART OF THE ENTIRE PACKAGE. NOVIKOV ASKED WHETHER. IF A 
THREE COMPONENT SEISMOMETER WAS USED, ALL CHANNELS WOULD 
BE AUTHENTICATED. TURNBULL SAID THAT SINCE THE DATA 
WOULD BE MULTIPLEXED INTO A SINGLE CHANNEL, IN THAT SENSE 
ALL CHANNELS WOULD BE AUTHENTICATED. NOVIKOV ASKED A 
SECOND QUESTION ABOUT WHETHER PROVISION WOULD BE MADE FOR 
VERIFYING THE RELIABLE OPERATION OF THE AUTHENTICATION 
SYSTEM ITSELF. HE NOTED THAT IF THIS SYSTEM FAILED. 

THERE COULD BE GROUNDLESS POLITICAL REPERCUSSIONS. 

TURNBULL NOTED THAT CHECKS COULD BE BUILT INTO THE 
AUTHENTICATION SYSTEM. INCLUDING REDUNDANT CIRCUITS AND 
A PROVISION FOR "VOTING" TO CORRECT ERRORS. 

7. OSIN REMARKED THAT HE FELT CLOSER TO AN UNDERSTANDING 
OF THE AUTHENTICATION SYSTEM, BUT FELT THAT OTHER 
AUTHENTICATION METHODS MIGHT BE USED WHICH HE WOULD BE 
PREPARED TO DISCUSS AT THE PROPER TIME. 
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8. FAKLEY CLOSED THE MEETING, SAYING THAT THE NEXT 
MEETING OF THE GROUP WOULD BE SET BY HEADS OF DELEGATIONS 
BUT THAT HE FELT ANOTHER MEETING LATER THIS WEEK WOULD 
BE BENEFICIAL. WARNKE 
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